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Moosa Ayati, Mohammad Bagher Sajajjadi, Maede Esmaeilzadeh, Karen Abrinia, Atieh Keshavarz-Mohammadian

Asian Journal of Control

This study proposes a new adaptive integral terminal sliding mode control (AITSMC) with input saturation for a
vehicle steer-by-wire (SbW) system. A fast

disturbance observer compensates for uncertainties, external disturbances, and input saturation nonlinearities. An
adaptation mechanism is applied to improve the performance of the controller which makes the designed control
scheme more applicable to control an SbW system. Based on the Lyapunov stability theorem, the finite-time
convergence of the disturbance observer and the output tracking error is proved in the presence of disturbance and
nonsymmetric

actuator saturation. At last, using the co-simulation platform of CarSim® and MATLAB/Simulink, two numerical
simulations are carried out under challenging

maneuvers and road conditions to examine the controller's performance. The results confirm its sufficiency
regarding accuracy and robustness for the SbW system.

Hamid Reza Pilehvar Javid, Seyed Akbar Safaei, Mohammad Hassan Nazari, Hamid Reza Baghaee, Gevork B
Gharehpetian

2025 15th Smart Grid Conference (SGC)

This paper proposes a novel two-layer framework for evaluating voltage flexibility in islanded microgrids (MGs).
The proposed framework introduces comprehensive static and dynamic indices to assess system performance under
different conditions. The static indices measure steady-state voltage deviations during normal operation. The
dynamic indices capture both instantaneous voltage sag magnitude and recovery speed during load transitions.
These time-dependent metrics provide crucial insights into transient system behavior and resilience. The proposed
framework is validated through simulations on a standard IEEE 33-bus test system in SimulinkkMATLAB. An
optimal distributed control strategy maintains system stability and enables proper power sharing. Simulation results
demonstrate that our indices effectively quantify voltage regulation.


https://ieeexplore.ieee.org/abstract/document/11372257/
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Fault Detection and Recovery Time Analysis Using Machine Learning in Microgrids and Active Distribution
Networks

Amir Mohammad Azimi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian, Behrooz Vahidi

2025 15th Smart Grid Conference (SGC)

this paper presents a novel machine learning—based framework for simultaneous fault detection, fault time
estimation, and recovery time prediction in microgrids and active distribution networks. Leveraging the time—
frequency localization properties of the Wavelet Transform, the proposed method extracts discriminative features
from voltage and current signals to train supervised learning models capable of identifying network topology
changes—specifically, the presence or absence of faults—and accurately estimating the precise instants of fault
inception and subsequent system recovery. By relying solely on electrical signal measurements at strategic points
in the network, the approach eliminates the dependency on extensive sensor infrastructure for topology monitoring,
thereby significantly reducing capital and maintenance costs associated with conventional protection schemes.
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Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

2025 29th International Electrical Power Distribution Conference (EPDC)

This study presents a simultaneous demand response (DR) strategy for managing electrical and thermal loads in a
smart energy hub to enhance stability in distribution networks. The proposed approach optimizes energy
consumption by dynamically adjusting loads based on real-time grid conditions while ensuring comfort and
operational efficiency. A predictive control framework is implemented to balance supply and demand, integrating
renewable energy sources and storage systems to improve resilience. Simulation results demonstrate that the
coordinated DR strategy effectively reduces peak demand and enhances grid reliability. Moreover, the approach
enables a more efficient allocation of energy resources, reducing dependency on centralized power generation. As
a result of this optimized DR, total energy costs have been reduced by approximately 4.67% compared to the
baseline scenario.
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Hossein Kiani, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

2025 29th International Electrical Power Distribution Conference (EPDC)

Multi-carrier energy systems (MCES) integrate various energy carriers, such as electricity and natural gas, to
provide a flexible and efficient framework for sustainable energy supply. In this regard, the energy hub (EH) has
emerged as an innovative solution for optimizing resource management and enhancing energy efficiency. This paper
presents a management framework for the efficient scheduling of an EH, which comprises three main components:
(1) distributed generation (DG) units, including combined heat and power (CHP) systems, wind turbines (WTs),
and photovoltaic-thermal (PVT) systems ; (2) electrical energy storage (EES); and (3) heating and Cooling systems,
including heat pumps ) HPs) and absorption chillers (A.CHIL) . The suggested model is structured as a mixed-
integer nonlinear programming (MINLP) problem and is solved utilizing GAMS software.

Hossein Kiani, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

2025 29th International Electrical Power Distribution Conference (EPDC)

Flexibility in power systems (FPS) can be defined as the ability of a system to achieve a balance between generation
and demand in response to fluctuations in demand and uncertainty in generation, in an economically and cost-
effective manner across various time frames. With the advancement of new technologies at the residential level,
such as battery energy storage systems (BESS), electric vehicles, photovoltaic panels (PV), and small-scale wind
turbines (WT), the concept of prosumers has emerged. These individuals or households act as both energy producers
and consumers, thus enabling new forms of flexibility and creating innovative economic opportunities. Within this
framework, peer-to-peer (P2P) energy trading among prosumers can increase electricity sales revenue and reduce
consumption costs.


https://ieeexplore.ieee.org/abstract/document/11278263/
https://ieeexplore.ieee.org/abstract/document/11278263/
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Hossein Kiani, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

2025 29th International Electrical Power Distribution Conference (EPDC)

Given the climate change crisis, power grids are transitioning towards greater sustainability through distributed
energy resources (DERS), energy storage systems, and smart loads. Virtual Power Plants (VPPs) emerge as a novel
solution, enabling the flexible management of DERS, maintaining grid balance by controlling both generation and
consumption. This study presents a stochastic scheduling model for a VPP, comprising conventional generators
(CG), photovoltaic panels (PV), wind turbines (WT), CHP systems, battery energy storage systems (BESS), and
boilers. The model incorporates uncertainties related to electrical and thermal loads, wind speed, solar irradiation,
and market prices. Random scenarios are generated using a Monte Carlo method and reduced with a K-means
clustering algorithm. Additionally, Demand Side Management (DSM) programs are employed to optimize VPP
performance.

Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

Results in Engineering

Smart farms, serving as models of smart energy hubs (SEHS), are evolving to integrate energy sources such as wind
turbines (WTSs) and gas network for electrical and thermal demands, alongside water desalination systems to ensure
a sustainable freshwater supply. These systems play a crucial role in the anthropogenic water cycle, addressing
treatment processes for water management while enhancing resource recovery. However, as critical nodes in the
demand chain, they face increasing risks from sophisticated cyber threats that can compromise resource efficiency,
stability, and environmental sustainability. This study explores the resilience of SEHs that incorporate electrical
storage (ES), thermal storage (TS), and water storage (WS) facilities, highlighting their representation as energy
hubs (EHs) for optimized resource management. A novel undetectable false data injection (FDI) attack is simulated.


https://www.sciencedirect.com/science/article/pii/S2590123025027999
https://www.sciencedirect.com/science/article/pii/S2590123025027999
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Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian, Gevork B Gharehpetian

Journal of Energy Storage

As smart energy hubs (SEHSs) increasingly integrate electrical storage (ES), thermal storage (TS), and hydrogen
storage (HS) components, their vulnerability to sophisticated cyber-attacks poses a significant threat to operational
stability. This study aims to investigate the resilience of SEHs against false data injection (FDI) attacks targeting
electric and hydrogen demand measurements. Specifically, this research develops an FDI attack model designed to
evade conventional detection techniques based on threshold analysis, demonstrating that attacks with deviations up
to 17 % for electrical loads and 25 % for hydrogen loads can bypass standard alarms and disrupt system
performance. To mitigate such threats, a robust K-nearest neighbors (KNN)-based data modification approach is
employed, actively restoring the integrity of compromised load data through machine learning (ML).
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Flowchart of problem solving method
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Sustainable and Resilient Smart Energy Hub Design with VV2H Interfaces: Protecting EV and Thermal Load
Systems under Disruption via Deep Q-Learning

Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

IEEE Access

As smart energy hubs (SEHSs) evolve with the integration of electric vehicles (EVs) and their dynamic charging and
discharging processes, they become increasingly susceptible to advanced cyberattacks, especially those targeting
electrical and thermal demands. These attacks pose significant risks to integrated systems, including charging
stations, vehicle-to-home (V2H) interfaces, and energy storage systems (ESS) comprising batteries for EVs and
thermal storage (TS). The analysis focuses on how SEHs respond when subjected to stealthy data manipulation
threats that evade detection, which exploit weaknesses in electrical and thermal loads to bypass conventional
detection mechanisms and disrupt operational stability. To mitigate these threats, a robust machine learning (ML)
framework based on reinforcement learning (RL) with deep Q-learning (DQN) is proposed.
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Mohammad Bagher Moradi, Mohammad Hassan Nazari, Mohammad Sadegh Ghazizadeh

IET Smart Cities

Microgrids represent a viable approach for supplying energy at an optimised cost. In residential microgrids,
neighbours with different personality traits can collaborate in diverse manners. Further, diverse decision-making
among neighbours with varying personality traits can influence their collaborative efforts. This paper investigates
how neighbours with diverse personality traits collaborate in residential microgrids as a part of a smart city,
facilitating energy sharing and cost optimisation in energy supply. The proposed approach in this paper incorporates
social behaviour uncertainties into the model and organises cooperation within a game-theoretic framework. This
framework seeks to optimise and equitably distribute energy among neighbours while minimising costs,
incentivising cooperation and penalising noncooperation based on individual behavioural traits.


https://ietresearch.onlinelibrary.wiley.com/doi/abs/10.1049/smc2.70008
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Securing smart farms: Data-driven integration of renewable energy and desalination for sustainable agriculture

Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

Desalination

Ensuring sustainable freshwater and energy supply in smart farms requires the secure and efficient integration of
renewable energy sources (RESs) with reverse osmosis desalination (ROD) units. However, these interconnected
systems are increasingly vulnerable to cyber-attacks such as false data injection (FDI), which can compromise
operational reliability and resource efficiency. This study proposes a novel hybrid data-driven control strategy that
combines Fuzzy Logic and Extreme Gradient Boosting (XGBoost) to detect and correct tampered water and
electricity demand data in renewable-powered desalination networks. Unlike existing methods, this integrated
approach not only restores data integrity but also dynamically stabilizes supply-demand operations during and after
cyber incidents. Simulation results show that the method reduces the mean absolute percentage error (MAPE) to

5.03 % for electricity .
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Hossein Kiani, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

AUT Journal of Modeling and Simulation

The significant integration of variable renewable energy sources, along with the uncertainties in their generation,
presents a substantial challenge for the distribution system operator. Microgrids, recognized as intelligent grid
systems, offer a promising solution for the efficient integration of local renewable energy resources. However, the
intermittent nature of renewable energy introduces operational complexities and additional costs associated with
maintaining stable performance within the microgrid's energy management system. The presence of multiple
microgrids facilitates the creation of a flexible and diversified energy market structure. This paper investigates the
impact of losses on microgrid expenses through the analysis of various scenarios. A compromise model objective
is proposed, focusing on the minimization of microgrid costs. To address the uncertainties associated with variable
renewable energy sources and their impact on system costs, distributed energy resource schedules, and the overall
energy market, we propose a new data-driven probabilistic efficient point method. This method calculates the
optimal generation from sustainable energy at various risk levels, which can then be integrated into a suggested
transactive day-ahead market model. Simulation results confirm that the proposed compromise strategy is feasible,
with system cost nearly matching the minimum achievable
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Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian, GB Gharehpetian

Journal of Energy Storage

Smart energy hub (EH) networks are being developed as a promising solution for the next generation of electricity
and gas distribution. However, the telecommunication technologies used in smart grids are vulnerable to malicious
attack posing a constant threat to demand-supply structure. Cyber threats on these infrastructures have had a
significant impact on various systems, including electrical and thermal storage (TS) units. Given the critical
importance of cybersecurity in these networks, machine learning (ML) is expected to play a significant role in
enhancing security. These algorithms are capable of identifying anomalies and deviations from normal behavior,
which are often signs of malicious activities. The primary aim of this study is to use intelligent learning algorithms

to detection malicious attacks on the demand side.
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Hossein Kiani, Hossein Gharibvand, Mohammad Hassan Nazari, Gevork B Gharehpetian, Seyed Hossein
Hosseinian

AUT Journal of Electrical Engineering

Enhancing the efficiency and environmental compatibility of hybrid systems through renewable energy sources is
a highly motivating concept. Two tourist destinations, one Sarab Gian region in Nahavand city of Iran and the other
in Zurich city in Switzerland, were analyzed. Using HOMER Pro software, photovoltaic panels (PVs), wind turbines
(WTSs), battery energy storage systems (BESS), and diesel generators (DGs) were evaluated. Sensitivity factors such
as varying fossil fuel costs, fuel supply limitations, inflation rates, discount rates, carbon dioxide penalties, and
capacity shortages were taken into account. The findings indicate that as fuel prices and emission penalties rise,
renewable resources become more cost-effective. Comparing the lowest net present cost (NPC) in Switzerland to
Iran, which is also influenced by fuel prices, 180% increase was observed. Furthermore, due to the impact of fuel
prices and the optimal capacity of PVs, we observed a 5.3% increase in total operational costs in scenario Sarab
Gian (CA) compared to Zurich (CB). Additionally, Switzerland benefits from lower inflation and discount rates,
leading to a 19.3% reduction in NPC and a 41% decrease in the cost of energy (COE) compared to Iran. This study
emphasizes the economic feasibility of renewable energy in hybrid systems, particularly in regions with high fossil
fuel costs and strict emission regulations.

Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian, Gevork B Gharehpetian, Maryam
Fani

2025 12th Iranian Conference on Renewable Energies and Distributed Generation (ICREDG)

This study explores the impact of natural measurement noise and cyber threats on renewable energy metering in
smart energy systems, with a focus on wind turbines. The research examines the simultaneous distribution of diverse
loads supported by energy storage devices, which enhances energy resource management and system efficiency.
Additionally, the influence of cyber-attacks on wind turbine power measurement devices and the effects of natural
noise and measurement failures on system operating costs and performance are analyzed. The findings highlight
that cyberattacks induce a mean data deviation of 17.18%, significantly disrupting system reliability, while natural
noise results in a deviation of 7.4%, indicating its notable yet lesser impact. These results emphasize the importance
of advanced monitoring and mitigation strategies to safeguard renewable energy systems from disruptions.


https://eej.aut.ac.ir/article_5573.html
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Daryoush Tavangar Rizi, Mohammad Hassan Nazari, Seyed Hossein Hosseinian

As smart energy hubs (SEHSs) evolve with the integration of electric vehicles (EVs) and their dynamic charging and
discharging processes, they become increasingly susceptible to advanced cyberattacks, especially those targeting
electrical and thermal demands. These attacks pose significant risks to integrated systems, including charging
stations, vehicle-to-home (V2H) interfaces, and energy storage systems (ESS) comprising batteries for EVs and
thermal storage (TS). The analysis focuses on how SEHs respond when subjected to stealthy data manipulation
threats that evade detection, which exploit weaknesses in electrical and thermal loads to bypass conventional
detection mechanisms and disrupt operational stability. To mitigate these threats, a robust machine learning (ML)
framework based on reinforcement learning (RL) with deep Q-learning (DQN) is proposed. This approach
reconstructs compromised load data, restoring system integrity and enhancing resilience. Test scenarios
demonstrate that tampered inputs may cause electrical consumption to vary by nearly 17% and thermal usage by
approximately 25%, severely impacting SEH stability. Following the deployment of the defense mechanism, the
Mean Absolute Percentage Error (MAPE) is significantly reduced to 11.96% for electrical demand and 2.33% for
thermal demand. The proposed RL-based strategy effectively enhances energy storage systems' resilience against
cyber threats, addressing key wvulnerabilities and ensuring stable operations in smart grid
ecosystems.


https://ui.adsabs.harvard.edu/abs/2025IEEEA..1370279T/abstract
https://ui.adsabs.harvard.edu/abs/2025IEEEA..1370279T/abstract
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Electrical energy storage systems integrated with distribution network expansion
planning

Mahdi Tabarzadi, Pouria Maghouli

Abstract

Distribution network expansion planning (DNEP) is a crucial component of modern power system development,
particularly in the context of increasing demand and high penetration of distributed energy resources (DERS). This
paper proposes a long-term, bi-level optimization framework for the expansion planning of electrical distribution
networks. The upper-level problem addresses investment decisions, including the optimal placement and sizing of
substations, feeders, gas-fired distributed generation units, photovoltaic (PV) systems, and both stationary and
mobile energy storage systems (MESs). The lower level simulates the 24-hour operation of the network for
representative summer and winter days, incorporating power flow, energy storage dynamics, and the relocation of
MESs. These two levels are interconnected through operational feedback and planning constraints, ensuring realistic
and cost-effective decisions.

The proposed model is formulated as a mixed-integer nonlinear programming (MINLP) problem and is linearized
for computational efficiency. Simulation studies are conducted on the modified IEEE 33-bus distribution test
system, demonstrating the effectiveness of the model under three different planning scenarios. Results highlight the
benefits of integrating DERs and storage systems to reduce operational costs, enhancing system flexibility, and
deferring large-scale infrastructure investments.

Keywords: Distribution system expansion planning, Distributed generation, Mobile electricity storage



= adbgh J5155 (ool g3 05,8

. &
22s %},

{ First Level (Investment Problem)

* 3-Year Expansion Planning .
. T Lo dc A Decision variables from
I’ b I, El Gy investment level

v ¢ Substation, Feeder, DG, Storage |7 iy, CUUTTUR D ETE :
y 1// Binary Variables passed |
Amnual operational /’ > \ | (o operational level as |
cost feedback F // e 4 fixed parameters : |
,,,,,,,,,,,,,, | § | yEF yRF yCF !

il //, ; :
" Second Level (Operation Problem) > A ‘
y i

9 o

e Summer/Winter Sample Day 24 Hours N
Operation

« Power Flow: Generation and Consumption

* MES Location

/

Interaction between investment and operational levels in the bi-level framework

A Sample Network expansion planning results

Power mmm Substation Gas-Fired Price
(MW) mmmm Solar-Roof mmmm Str Discharge ($/MWh)
= Str Charge mmmm \ES Discharge
3/5 mmmm MES Charge e |_0ad 100
PriceE
3 90
80
70
60
50
40
30
20
-1/5 12345678 91011121314151617181920212223241 2/3 4 5 6 7 8 9101112131415161718192021222324 10
-2 0
Summer Winter

A Sample of Hourly profiles of substation power, gas-fired DG generation, rooftop PV output, stationary and mobile storage
charging/discharging, load demand, and electricity price



’/:.’%2 VY )LQ(.Q u.;.a.aa?u .)‘JJ9){

&35 Ogmmlogil jo diuge (1 o g9l ol (golpaiiy 0iulyd 9 (2L
o|9MJ~.» Oy JoSx0 €9 ) HR Llasle ‘ng.é.‘a'.c w.la.c‘ ‘)yu_c.’]w |).(b) ‘Q|J.>w.wl5 RIS G"’“ o
B Go &)9 G 4l (Malliye (il S aatd 9 S
oS>

sl 485 )3 1) Mabgh dSud Cuoww 4 Jo2S i Jlo (i 1 g 995000 Jlod 4 p2le pas Sl g ool by Lo Sl (o B Canio
059 3> B 2 (ke 3 (2 38 @39 Gomlogil i o) & ABl o cilite claojgs 53 daste (slatgus s S )38 diadgn 4K
st 9)5 33 2595 (mlogil a5 Al jl Miabgn a5l )3 2lae goite Slapius ) dagi g (Silwodly 33)5 (o Cgune 0508 &Sud @ jy
S G5l saSed sl 5 i cje Slpbe calup; cplpl sl d)bgd MBI 5 (b5l sliel BB g qole cdlop; S 4
b g y5lis 95 et LBV & Ly 55 b 5 il e Ll 1aaSs ! (dhdnasgi (6,8 Cuslas )3 1y I glyl o5Vl 5 65 oo gmxs (£ 590)
Lol 5 odomy Luws o (ol 3,55 50 gl a5 wsllas (Slplee (6)5l8 el wuljd o Slos (S (loyadls 5 «l s das sl
&5 S b 3 (Sales jolate & a3 4By mjs Geplegi] Clpbe )3 (35,54 Baa L Slplre (slasysld (o) 4 lie ol )
a8 wiee Ol S3lodans b g Jaed yslaie 4 (alaosllygiod pogad cul )3 9 30k ©jge (ale g 3)llial w0138 )3 e (nl & Cunjg 5 g9iS
Sl CulsS S92 9 (S g QL1 ) Slojle Sl Uly Cugli (udlid «gjludz LSy g iy bl )5 (ngl
2945 @j5 S b g Gamlog] Sl plie sl il @) (slisly 50 sl dal &5 39 00 sled 4y Joallygtind ol Slaal o I oy Gyt

A5l LiSal, o g



= adbgh J5155 (ool g3 05,8

. &
P %},

By A 53 pisaaod abo ol g J,U8 sanasd Comadd (6,155 2

by e 9 Anosi sl 3ldy9e (B g (SNl (8 Sl o) B L 5 & 50 iy wlie (il 5 S5 (aast Cand
5y9ld 09,5 g Mabgn J S (slaailoles (cdinghy 09)5 S yidio gyl b g gy oBllingly ooy Coglas Caod & epdinios (655l @lie Sl e

IS g gy oy} Jore y3 (bl )l g CleMbl

2 slacdlop; dbul @905 5 988 53 pdidiod G il dangi QLIS 43) 4 do g b Gl (nl g5 olKdgy (63 oL ()15 4
e Gl o U5 0 50 oBimgly sloojglios cp AT &l g (8 LIl g Loty ) ds2se Cundy (s Bin L caslize SNl
A5 12l gl plpies

0938039) OB 9 G Cato (ol Jgo 4 )8 L ciadign S35 sladilobo odimgy 098 o gyilae utine oS s ol ST 0
€505 ek 9 AS o0 bml aSud CudS 9 ol 0 el (aliuies mle npln BBy g e Camle )5 b (S syl
Djlese Mzgd |y inl 5 S 38> sladilols dnwgi &5

SIS ot 4 ! By 4 e 8 55l oSy Mg g s wlie Gl 3 pe (o0 B9 it SBI st s el

by s cpl 2l Oleys g oS

Sl el S @ty ol




-

s AN )LQ‘g Ua.a.aa:u .)‘339).3

il 48T ool s g (ol (g sl dmoss ol 5 00,8 gl |) pdinion wlie e (I Ll )3 (3 &b S 5 SleMb)

Slssa ) (bl g SNl slacdlu; (i gy oliingy Slbls)l g Sledbl (6)sld imgsy 09,5 yde g b (wdige wils s

2l 18 a8 350 0S5 AJgT mlie Cu e g Niawdigr b dawgs  Juol Lo i

Sy plies @lie el 9 JyES slp jlo)ge

5 ohete Sl rox g 03Stingy glee (IS utine BT 5 ASed Capte g S esStingy ety (M 5 (BT jpi b cents

JS g il sbcd b dnwgi b bsye olal s (8 Colo ()] (b g 392 ol e 5y olimg}y 9 Wil colpl (50 456 Sy oo €8 58 (laasiis

8,5 3 ks ol g con 3y90 pdpayios e







\i’o )‘%Mb‘ﬁgﬂ

10

Distribution
Control Center % ‘
[/

|
N

Smart ‘ﬂ
Substation mm

For branched feeders, method
identifies multiple candidate fault
locations
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